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AHTUKPU3UCHDIN
LleHTp

CepBUMC NO obecneyvyYeHUto
AHTUKPU3UNUCHOIO CcueHapusa



Haw onbiT

15 net B chepe IT 6eszonacHOCTH

KntoueBble KNIMEHTbl — aBMa, TOpProeble, PMHAHCOBbIE,
ropmanyeckme KOMnaHmm, Hay4YHble LLEHTPbI

[TocTpoeHne n nogaepxka ob6nayvYHbIX CEPBMCOB Ha bonee
yeM 10000 paboumx mecT



Hawa koMmaHpga

CEH — Certified Ethical Hacker

LPT — Licensed Penetration Tester Master
ECSA — Certified Security Analyst

CHFI — Computer Hacking Forensic Investigator

CCISO — Certified Chief Information Security Officer



Hawwu ycnyrm

[TleHTECT

Aygnt 6€30nacHOCTU

3awmTa oT dos n ddos aTtak

SIEM (koMnnieKkcHble peleHnsa NO MOHUTOPUHTY)
O6y4yeHne nepcoHana

[TocTpoeHMe 3almLEHHON MHPPACTPYKTYPbI



AHTUKPU3UCHDBIU LLeHTP

«  MobunbHoe N geckTonHOoEe NpunoxeHme TpesoxHaa KHomka
* Pa3paboTtka u BHegpeHue cueHapua gemnctemm npu Yl
*  AHTUKpu3NCHasa cnyxba 24/7

° PerynﬂpHoe TECTUNPOBAHUNE N TPEHNHI U NMepCOoOHAasIa



3ayeM v onsg Koro?

*  AHTUKPU3UCHDBIN LEHTP FrapaHTUPYET ONOBELLEHMNE
KJTIOUYEBbIX YYaCTHUKOB U OTKJIIOUEHMEe (CpabaTbiBaHMe,
BKJTIOUEHME) QOMONHUTENBHOrO obopyagoBaHma npu Yl

*  AHTUKPU3UCHDBIN LEHTP HE3ABUCUM N CpabOoTaeT B C/y4dae
6nokmnpoBaHMa odmrca 1 paboumx nomeuweHmn KnmeHrta

*  AHTUKPU3UCHDLIN LEeHTP npodeccrnoHanbHo paboTtaeT 24/7

*  HyXeH TeM, KTO HaXOOMUTCA B 30HE MPAaBOBbIX, TEXHOIMEHHbIX,
MeaANLMHCKUX PUCKOB

*  TunuuHble YTl nonmnuenckaa NpoBepka, aBapmsa, BHe3anHoe
yXyAweHne 300p0BbA



TpeBoXxHasa KHonka

HeckTonHoe n MobunbHoe npunoxeHue TpeesoxHasa KHomnka

[TporpamMmMumpyeMmbln cLueEHAPWA ONOBELLEHMNA COTPYAHMKOB U
OTKNOYeHMA (3anycka) obopygoBaHus B cnydae Yl

* [lepepava reonokaumm mecta Yl

3anyck anepT-cepBepa no KaHany MHTEPHET 1 CMC



Oeucteua npwu Yl

[apaHTMpoBaHHOEe onoBelleHMe o Yl knryeBbix
COTPYLAHNKOB (PYKOBOAMUTE b, 8ABOKAT, CIy>X6a OXpaHbl,
aBapumnHasa cnyxoa u T.n.)

[TlpoBepKa Ha c/y4an JIOXXHOro cpabatbiBaHUSA

KoHTponb nonydeHmna nubdopmaumm o Yl knouesbiMu
y4YacTHMKaAMU U NpUHATUE nHPopmaumm o Yl K ncnonHeHuto

KoHTpOMb OTKNOYeHUSs (3anycka, cpabdaTbiBaHMS)
obopynoBaHUA Mo 3aaHHOMY cLeHapuio (HanpuMep,
OTKJIIOUEHME CEPBEPOB, APXUBUPOBAHME MOYTbI)

BoccTtaHOBNEHME CMCTEM NOC/E YCTPAHEHUS KPUIUCHOM
cuTyaumm

AHanunz 4l
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AHTUKpPU3UCHASA CNyX6a

* MOHUTOPUHT KPU3NCHOW MHbOoPMaLmn 24/7

*  McnonHeHMe 3apaHee cornacoBaHHOrO KPU3UCHOMO
cueHapwua

* [lomowb B BOCCTaHOBNEHUU MHPOpMcmcTeM nocne YT



TpeHUHr

* [lepnognyeckmni TecToBbIM 3anyck TpeBOXHOM KHOMKM

° HpOBepKa FrTOTOBHOCTU K ,El,el\/JICTBI/IﬂM KJTIOYEBbIX YHACTHUNKOB

KoHcynbTaumm nepcoHana no nosegeHuto B caydae Yl

*  Bble3gHble opuagnyeckme ceMmHapbl MO NONLENCKUM
NnpoBepkKam

*  OTpaboTka 0COBbIX CUTYyaLLUA

« CocTaBfieHMe oT4yeTa



PesynbTtar

* [apaHTUPOBAHHOE UCMOJIHEHME AHTUKPU3UCHbBIX CLLeHApPMEB
*  KWcknroueHume yenoBeyeckoro dakrtopa

* [loBbllleHMe 3penoCcTn CUCTEMbl 6€30MacHOCTU

cloudserver.ru



